Basic Steps for cleaning up your computer and removing simple spyware and viruses

Download (may need to use a different, uninfected machine if you can't access internet):

Ccleaner - http://www.filehippo.com/download_ccleaner (Click 'download latest version' in top right)
Malwarebytes - http://www.malwarebytes.org (Download free version)

Microsoft Security Essentials - http://www.microsoft.com/security _essentials/

These programs are all free for home users. | highly recommend Microsoft Security Essentials for
anti-virus, even over paid programs. You should only use 1 anti-virus program at a time.

1) Open 'Add or Remove Programs' (Start > Control Panel > Add or Remove Programs)
a) Remove programs that you do not use or do not recognize
Common Programs to remove include:

-Earthlink Setup Files

-Internet Service Offers Launcher
-Google Desktop

-Google Toolbar

-Dell URL assistant

-AOL Install

-Yahoo Toolbar

-Ask Toolbar

-Norton PC Checkup

JRT=TES

Currently installed programs: [T Show updates Sort: by IName vI

(& 7-2ip 4.65

To remove this program From your computer, click Remove.

B Adobe Acrobat 6.0 Standard Size  200,00ME =
B ~dobe Flash Player 10 Actives
B Adobe Flash Playver 10 Plugin
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http://www.filehippo.com/download_ccleaner
http://www.malwarebytes.org/

2) Install Ccleaner — This will remove all internet history and cached files

a) Follow the prompts to install Ccleaner

Dpen File - Security Warning x|

Do you want to run this file?

Name: cosetupZ234.exe
Publicher: Piriform Ltd
Type: Application
From: C:iDocuments and Settings|Administrator|Desktop

Run Cancel

IV Always ask befare apering ths fle

Select 'Run’

=1alx|

Welcome to the CCleaner ¥2.34
Setup Wizard

This wizard will guide you through the installation of
CCleaner 2,34,

It is recommended that you close all other applications
befare starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer,

Click Mest o continue,

coca |

Select 'Next'

Cleanet ¥2.34 Setup =0 x|

Choose Install Location
Choose the Folder inwhich to install CCleaner v2.34.

Installer Language _|

Q Flease select a language.

IEninsh j
Ok I

Cancel |

Select 'OK'
RIS

Licensze Agreement
Please review the license terms before instaling CCleaner v2.34.

Press Page Down to see the rest of the agreement.

Foftware Licence Agreement with optional ¥ahoo! Toolbar il
1. SOFTWARE LICENCE AGREEMENT
In this Licence, "the Product” means the software produck "CCleaner,

This Licence is a legal agreement between you and Piriform Limited {"Firiform"}, a Uk
Limited Company For the Product.

By proceeding ko download or inskall the Product, and in consideration of vaur use of the
Froduct, you are deemed to agree to be baund by the terms of this Licence. -

If you accept the terms of the agreement, click T Agree ko continue. You must accept the
agreement to install CCleaner vz, 34,

Wit e com

< Back. I 1 Agree I Cancel

Select 'l Agree'
PR IaTE

Install Dptions
Select any additional options

Setup will install CCleaner 2,34 in the Following Folder. Ta install in a different Folder, click
Erowse and select anather folder, Click Mext to continue,

Destination Folder

Browse

I C:\Program Files\CCleanery

Space required: 5.2MB
Space available: 51.7GE

v EiriForm o

< Back Mext = Cancel

Select 'Next'

™ Add Desktop Shorteut
| Add Start Menu Shorteuts

I add 'Run CCleaner’ option bo Recycle Bin context menu

I~ Add'Open CClzaner... optian ko Recyele Bin context menu

I™ automatically check for updates to CCleaner
{This may not work if you have a firewall installed)

I™ add CCleaner ¥ahoo! Toolbar and use CCleaner from vour browser

Vs EirFor . o

< Back, I Instal I Cancel I

Uncheck everything except 'Add Start Menu'



B Ccleane Setup =10

Completing the CCleaner ¥2.34
Setup Wizard

Cleaner 2,34 has been installed on your computer,

Windows |Apph(atlun§
{& Internet Explorer =
Temporary Inkermet Fies
Cookies

History

Recently Typed LRLs

Click Finish to dose this wizard,

¥ Run CCleaner v2.34

O Autocomplete Farm History
1% windows Explorer

Search Autocomplete
Other Explorer MRUS

Empty Recycls Bin

Teriparary Files
I3 linhnard _I

Analyze Run Cleaner

< Batk I Finish I Carce

Select 'Finish' Select 'Run Cleaner



a) Follow the prompts to install Malwarebytes

Open File - Security Warning x|

Do you want to run this file?

Name: mbam-setup-1.46.exe
Publisher: Malwarebytes Corporation
Type: Application

From:  C:\Documents and Settings)AdministratoriDeskkop

Run Cancel

IV Alwaps ask before opening this file

Select 'Run’

=l Setup - Malwarehyte: alware

=10 x]

Welcome to the Malwarebytes'
Anti-Malware Setup Wizard

Malwarebytes’

This will install Malwarebytes' Anti-Mahware on your computer,

It iz recommended that you close all other applications before
conkinuing.

Click Mext: to continue, or Cancel to exit Setup,

3) Install Malwarebytes — This will remove spyware, malware, and viruses

elect Setup x|

Select the language to use during the
inskallation:

oK I Cancel

Select 'OK'

ii.,zl Setup - Malwarebytes® Anti-Malware

Information
Please read the Following important information before continuing.

AL

twthen you are ready to continue with Setup, dick Mext,

Malwarebytes' Anti-Malware
@ Malvwarebytes Corporation. &l rights reserved.
= nalvwarehyes orgs

Yersion 1.46 (April 29th, 2010}

1. Improved databsse loading speed by approximately 15%.

2. Drastically improved performance of YWebsite Blocking on Windows Yista
and 7.

Fixed various scheduler compatibilty izsues onWindowes 2000,

4. Fixed izsue with quatations around pathes passed to logtofile and
fogtafolder

Fixed izsue with detecting certain leftover traces of an infection.

6. Fixed izzue with freeze when adding & shared printer on the netwark

«

«

Select 'Next'

',ll,zl Setup - Malwarebytes® Anti-Malware

License Agreement
Flease read the Following important information before continuing.

Flease read the Follawing License Agreement. You must accept the terms of this
agreement before continuing with the inskallation,

Subject ko the restrictions below, you may use the Malwarebytes' Software for -
any legitimake purpose.,

In return, we simply require that you agree:

1. Mot ko use this software For commercial use without proper licensing.

2. Mok bo remove any copyright or other notices from the Software,

3. That vou are not allowed to combine or distribute the Software with other
software that is licensed under terms that seek to require that the Software (or LI

+ I accept the agreement

= Ido not accept the agreement

< Back I Mext = I Cancel

Select 'Next'

',iﬂzl Setup - Malwarel

Select Destination Location
tWwhere should Malwarebytes' Anbi-Malware be instaled?

=151
//
¥

J Setup will install Malwarebytes' Anti-Malware into the following Folder.

To continue, click Mexk, IF you would ke to select a different folder, click Browse,

Browse. .. |

Af least 8.6 MEB of free disk space is required,

< Back I Next = I Cancel

< Back I ek > I Cancel

Select 'l accept' and 'Next'

Select 'Next'



]l.:.il Setup - Malwarebytes' Anti-Malware ol

Select Start Menu Folder
‘where should Setup place the program's shorbcuts? \ I

Setup will create the program's shorkcuts in the Fallowing Start Menu Folder,

To continue, click Mext, IF you would like to select a different Folder, click Browse,

Browse. .. |

I~ Don't create a Skart Menu Folder

< Back I Next = I Cancel

Select 'Next'

{5 Setup - Malwarebytes' Anti-Malware =lolx|

Ready to Install
Setup is now ready ko begin instaling Malwarebytes' Anti-Malware on your N
computer, “

Click Install ko continue with the installation, or click Back if you wank to review or
change any settings,

Destination location: ;l
Ci\Program Files\Malwarebytes' Anti-Malware

Start Menu Folder:
Maluvarebytes' Anti-Malware

i o

',inzl Setup - Malwarebytes' Anti-Malware =10 x|

Select Additional Tasks
wihich additional tasks should be performed? ‘

Select the additional tasks you would like Setup ko perform while instaling
Malwarebytes' Anti-Makware, then click Next.

Additional icons:
[” Create a desktop icon
[ Create a Quick Launch icon

< Back I Next > I Cancel

< Back I Install I Caneel |

Select 'Install’

Updating Malwarebytes® Ankti-Malw

Downloading: 5.21 ME [100%]

Allow to Update

Select 'Next'

Setup - Malwarebytes' Anti-Malware I ] 5

WEINTENS NS Completing the Malwarebytes'
Anti-Malware Setup Wizard

Setup has Finished instaling Malwarebytes' Anti-Malware on
wour computer, The application may be launched by selecting
the installed icons,

Click Finish ko exit Setup,

¥ Update Malwarebytes' Anki-Malware

¥ Launch Malwarebytes' anti-Mahuare

Protection | Update | Quarartine | Logs | lonoreList | Settngs | More Tools | about |

Scanner
The scanvier can find and remove malicious seftware present on your spstem. Please select a scan type and dlick Sean. Please close
allunnecessary agplicalions ta improve scan perfomance.

Please sslect 5 scantype below

" Perform quick scan
& quick sean uiiizes our urique fast scanring technology to sean your system for maicious saitware.

& Perform full scan
A fullscan il soan al fles on the selected diives). A quick scan s recommended inmost cases.

 Perform flash scan
A flash soan will analyze memory and autorun obiests. It is orly available to our lisensed users.

Flegister Purchase Exit

Select 'Perform Full Scan' and 'Scan'

b) Remove or quarantine any files that are discovered




a) Follow the prompts to install MSE

Lose 1K)
Download Microsoft Security Essentials

Micrasaft Security Essentials is avalable in many locales and languages. To

download Microsoft Security Essentials, choose your preferred locale or language
from the list below. Next, choose your operating system to begin the download
process. If you're unsure which operating systam you have, pleass visit Microsoft
Support.

Locale or Language Operating System

English

o Windows Vista/Windaws 7 64-bit

Select XP 32-bit

8 Microsoft Secus

Essentials P ] o5

validate your copy of Microsoft Windows

_JL  Microsoft Sscuriy Essentiels i svsiable o customers runing s gsnuins and properly lisnssd copy of
G indows. Lsing Genine indons sanhelp 2vod the ks assecaed wih counkerel seftnare, such 35
malware, wiruses, spyware, and phishing scams.
Please cick the "alidate’ button below to begin Windaws validation.

Microsoft willnck use the information collected during the validation process ko identify you or to contart you,
Far details about what informatian is calected and haw it is used, click the privacy statement fink belo,

Privacy statemert

< Back | Validste | Cancel

Select 'Validate'

Microsoft Security Essentials License Agreement

Please read the following licenss agresment carsfuly:

MICROSOFT SOFTWARE LICENSE TERMS A
MICROSOFT SECURITY ESSENTIALS 1.0
These license terms are an agreement between Microsoft Corporation (or based on where you

live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it if any. The terms alsa apply to any Microsoft

By clicking ' accept!, you agree to the license agresment,

[— | dsne |

Select 'l accept'

Completing the Microsoft Security Essentials Installation Wizard

You've successfully completed the Microsoft Security Essentials
Installation Wizard.

Click 'Finish' to complete the installation. Microsoft Security Essentials will start
automatically and check For the latest virus and spywars defiritions.

[ Scan my compuber For potential threats sfter getting the Iskest updates,

Select 'Finish'

4) Install Microsoft Security Essentials — This is free Anti-virus software

ity War

Do you want to run this file?

Neme:  mssefulinstall+B6re-en-us-xp.exe
Publsher.Microsoft Corporation

Type: Applcation

From: C:\Documents snd SettingshAdministrator|Deskiop

I¥ Always ask before opening this fle:

Select 'Run’

Ready to install Microsoft Security Essentials

IF you have other antivirus or antispyware programs installed an your computer, they may conflict with Microsoft Security
Essentials and prevent it from working properly. Having multiple antivirus or antispyseare programs may slso cause severs
perFormiance SSUSS on your computer.

We recommend that wou remove other artivirus and antispyware programs before continuing with the Microsoft Security
Essentisks Instalation Wizard,

Howe do 1 remove other arkivirus or antispyware programs?

Install = I Cancel

Select 'Install’

crasoft Security Essenti

Welcome to the Microsoft Security Essentials 1.0 Installation

Wizard

Microsaft Security Essertials helps protect your computer against malicious software, by
turring on features that:
+ Enable automatic updating and Microsoft Update, to keep your Microsoft software up

ko date
« Make it safer for you to browse the Internet

Ta help protect yau Fram emerging threats, Microsoft Security Essertials is continuously
uptated with new features and services that may require sending addtional information
to Microsoft. Please read the Microsoft Security Essentials Privacy Statement and check.
back requiarly For updates.

The most recent updates wil dawnload sfter the instalstion completes, inchuding
malicious software signatures. Click 'Mext' ta proceed,

Next > I Caneel

Select 'Next'

TE

‘Computer status - At risk

e o ...

Virus & spyware definitions status - Out of date

Your compr

©) Did you know?

computer,

H  for
should get the latest updates to help protect your computer.

Select 'Update’



5) Defragment your hard drive — This will speed up your hard drive

a) Start > Accessories > System Tools > Disk Defragmenter

3 @ Comrmunications 3
@ EnliteP OS5 ) Cracle WM VirtualBox Guest Additions ¥ () Entertainment 3
3 % Activate Windows

@ Startup
@l WinDC & Internet Explorer B Command Prompt h!', Backup

= ‘__' Remote Assistance 3 Notepad “: Disk Defragrmenter
e Cleansuite for 4 @ CrossLoop » f!. Remote Desktop Connection /& Internet Explorer (Mo Add-ons)
@ Cleansuite » L Windows Explorer ﬁ Scheduled Tasks
@ Enlite POS for Dry Cleaner 3
) winbcz >

AllProg @B Microsoft Security Essentials

Windows XP
Log Off @ Turn OFF Computer . 41

| start

* Disk Defragmenter

File Action Wiew Help
= | @@

Walume

Session Stakus File: Svskem % Free Space

Estimated disk usage before defragmentation:

Estimated disk usage after defragmentation:

Analyze | Defragment | Pause | Stap | Wigw Report |

M Fragmented files Il Contiguous files [ Unmovable files [ Free space

Select 'Defragment’




6) Update Windows

a) Open Internet Explorer and drop down 'Safety > Windows Update'

b) Older versions of Internet Explorer is in "Tools > Windows Update'

/2 Google - Windows Internet Explorer

=18l x|
——
| G A ey Iﬁhttp:,l’,l’www.gnogle.cnm,l’ j 2 (% I Bing L~
7 Favarites | G € Citrix Access Platform
"lGUUghE | | & -R - Q%A - Page - | Safety - Tools - '@"
Web Images Yideos Maps Mews Shopping Groaill more ¥ 77 Delete Browsing Histary... Ctri+Shift-+Del | Signin 2]
Y@ InPrivate Erowsing Ctrl+Shift+P
|, Webpage Privacy Policy. .. the web
InPrivate Filtering Ctrl+5Shift+F E
InPrivate Filkering Settings

g Security Report
International Website Address

@ SmartScreen Fiker +
n ( ) ‘Windows Update

-—W

Select 'Windows Update' and follow the instructions



